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Agenda

Status Data Governance & Processing
- Research Process & Research Governance
- Level 1 bis Level 4

Appendix




Feedback-Loop
Clinical Routines €—>Research

RESEARCH

Feedback R2C
E—

Data & Information

PROFILES, RULES &
PROCEDURES

Finding & Knowledg

_ Feedback C2R

CLINICAL ROUTINES




Research Governance

™ ™

Encrypted data | keys (legally secure, indisputably provable)

Patient —>

Federal data protection Ethics committee

Privacy and law enforcement

. . ) ) ) Publication
Switzerland and European Union Patient organisations governance
Necessary feedback . J
to clinical process
Domain Process Data Results 5 Publication
governance governance governance governance
Medical specialist (Physician, clinician, etc.) Scientist, researcher (Nurse, student, etc.)

; : Anonymized and
R A
1 esearch question 2 nonymized data 3 e e 88 Research outcomes

Structured core data hypothesis examination
References to documents




Research Process

Research question Measuring and querying in Data verification and analysis Derive statistics, procedures, Incorporate research outcomes
Search terms for research or individual clinical systems and reports and outcomes into operational processes
quality control clinical information systems (CIS) Establishment of profiles for

quality control

/"M Manual process

Search terms Individual clinical systems and + Patient list * Manual organisation of reports
clinical information systems (CIS) ) ) .
* Reports » Time consuming queries
) w-,
— —
Queries of lab system €—— Laboratory — 1

=8 Automated process
<Eme

Search terms SOLR Structured data Analysis SPSS >
—eeee i L
nonSQL (e.g. HL?)
e.g. ProBNP

Profiles are algorithms I
—_—D * No data crunching : 9 L l I

: that can be permanently
Clinical Systems + Content creation and recurrently anchored
« Effective and on clinical processes

. o L
- Rapid plausibility of patient - . efficient outcomes .« ° Y il
collection

sample and inclusion criteria - OCR * More publications

s + Electronic documents
+ General classification of sample




Research Data Governance and Result Level 1 to 4

Possible Question Result, Feedback
~' Do we have any patients with e.g .
.g. yes or no
Level 1 « Steven Johnson, Lyell Syndrom?
Availability of Patient Set (Sample) « Medications MTX and RA?
Level 2 0 Is there a significant (critical) sample size, e.g. e number of
« How many patients have lab values for patients

i ?
# Number of Patients, Groups Troponln, BNP and etc.:

Level 3 o Anonymizgd combination of a set of multivariables .« pumber of
(study profiles, cohorts) filtered and aggregated patients based
* Full complete research QFD e.g. demographical, on OFD
age, gender distribution

Question Focused Dataset (QFD)

Patient support studies

o « Study monitoring - patients based
Level 4 ]  Studies on medication interaction on QFD
Complete QFD for research study, * Intervention studies validated
agreed through patient .

* patient consent is relevant




Research Governance: Outcome and Results

Level 1 'l

Availability of Patient Set (Sample)

Level 2 3

# Number of Patients, Groups

Level 3 :

Question Focused Dataset (QFD')—

Level 4

Complete QFD for research study,
agreed through patient
* patient consent is relevant

Iterata AG

We providing System-Outcomes
to our Domain-Experts

We providing Results and Findings
to the Public & Domain Community




Requirements for Platform, Tools & Methods

+ Corpus of clinical documents needs to + Anonymized full-text search
be available and searchable + Aggregation queries

Level 1
« Initial search profile for groundset

Availability of Patient Set (Sample) agreed

5

L I 2 Q « Structuring of patient- and document + Gathering and grouping
eve | 1 metadata: P4, hash, dates, timeline, « Anonymized aggregation
gender, ... « Statistics

# Number of Patients, Groups

LGVE' 3 |Q| » Details (except name) visible + Gathering and grouping
] = + Analysis on document metadata « Anonymized aggregation
Question Focused Dataset (QFD) . Pseudonymized . Statistics

Level 4 ﬂ + Al details visible * Gathering and grouping
- « Analysis on document metadata * Anonymized aggregation
Complete QFD for research study, « and text 0 Sta’§|§t|c§
agreed through patient « Verification of results

* patient consent is relevant




Data addressability

- What does this mean and how to do it?

Data Tables, e.g. Excel

ive

_ Algorithmic addressability

Why data addressability?

« efficiant traversings

« easy sortable

« efficiant searchable / findable

Systematic addressability

unstructured data
chaos «Sauhaufen»

Lists

Trees

Graphs

Not traversable
Not efficiant searchable and findable

traversable
efficiant searchable and findable

. . Binary Trees
Branching lists T
b mape © O
Rl LU g
=60 ad

Loops 3 ¥l
Polygon TR =

ey




Data addressability

- Example languages

Systematic Searchable / Traversable

b st

" Arabic |

' Breton

: Groatian

Dutch |

| Englizh |

_'Eapammn

| Faroess

i ..
wooE M

43768

32733

288752

376468

220 365

46127

14780

188 588

6.24913

T.64675

8.257

11.4697

18.6407

8.33284

8.87463

18.65682

3.36828

4. 98327

6.72885

15.9237

11.3638

T.00445

5.6882

19.3565

ey

Galician

German '_

Hindi |

‘.H.‘.hn....
1o 15 n ]

T2B8408

139657

515385

TB155

455264

15583

238206

116854

12.6586

9.606T8

18.5356

11.8281

6.75852

6.88325

18.7419

9.64161

18.7855

6.40334

5.98442

15.6155

3.13379

4.7T3657

1z.1841

5.878

Polizh |

"Poruguses |

Aussian

Spanish |

234987
487 581
T
i
i
|
{
1 | 31881
1. ol |ZI
5 [ 15 i )
Il 86016
Lii ~
0 15 n i
121438
1l ‘.ul’lln...__
n 1 20 m

etc.

18.44085

18.3567

8.19481

B.79562

9.48335

etc.

11.1556

6.81621

5.84458

5.96293

19.3674
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Questions




Appendix
- Specific Domain Fields




Cardio
Amgen

Research Data Governance and Result Level 1 to 4

Possible Question Result, Feedback
Q . . .
Level 1 Dcz V\|/<eH}|1<a?ve any patients with e.g. yes or no
Availability of Patient Set (Sample) - Statine?
Level 2 0 Is there a significant (critical) sample size, e.g. e number of
« How many patients have lab values for patients

Troponin, BNP and etc.?

# Number of Patients, Groups

Level 3 o Anonymizgd combination of a set of multivariables .« pumber of
(study profiles, cohorts) filtered and aggregated patients based
* Full complete research QFD e.g. demographical, on OFD
age, gender distribution

Question Focused Dataset (QFD)

Patient support studies

o « Study monitoring - patients based
Level 4 1  Studies on medication interaction on QFD
Complete QFD for research study, * Intervention studies validated
agreed through patient .

* patient consent is relevant
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Appendix

- Anonymization / Deanonymization
- 2-Speed IT

- 4 Layer

- SEMAT

- Data View

- Stakeholder, Algorithms, Access




Anonymization / Depersonalisation

Traditional anonymization Separation of structures & insertion of secure links

Anonymous
Personal Reference

Anonymous

Personal Reference

Laboratory Laboratory
Results Results . . .
Tests Tests . .

Values

we: @@ @@ @O

Number # # # # # # Number # # # # # #
Value v v v v v v Value v \' \ v v v




2-Speed IT

New Data

Stream

4 Process stream Increment views

Speed layer

r

A,

Serving layer (Merged views)

.

N

QFD = Question Focused Datasets

> All data Computed views

Batch layer
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4 Layer Model

User Interface

* knowledge representation
« intelligent user interface

* indliviclualized Screen Views

I ................................................................................................

Application « artificial intelligence

* automatic inference

* process reasoning

* hypothesis generation

* natural language processing

* machine learning

« collaborative interaction
Business DOMAIN * domain engineering

+ domain modulation

+ common views per stakeholder

Settings Certificats Views Register * rules
Control Data Flow and Definition of Data Views * roles

Access and EntryPoints . functional'rty
* policies

T e DT

Engine

« algorithm goes to data (no data transport outside
policies)

« global & structured Search functionalities

+ high performance data access (in-memory)

* top security

+ encrypted Data pools
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SEMAT

Customers

Solution

Endeavor

—

Opportunity
Values < Risks

Requirements

Work
b

«4— S)UBISUOD puE $8d00s — I 4— 585N00) ——
A

«4—— identifies —— Stakeholders T
b e - Stakeholder Order
Ds, < * Stakeholder Create
© o, OM - Stakeholder Execute/Deploy
% - Stakeholder Consume

< fulfills Software System

« Software certificate

« Matriculated devices (UDID etc.)

* Soft token (apitoken, RSA Token, timely changed)
= Content/Context dependent identifiers

é& « Role dependent conditions
& + Stakeholder dependent
&
* 4
&
& _;
I
<4— performs and plans Team -
Separation

Cd - Access to code
QQQ\ + Access to data

'9"%,
i rd

Way of Working

Security over 4 layers
= User interface

= Application

* Infrastructure

« Business domain
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Data View

u Data-View

B System Architecture
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Stakeholder Algorithms Access

Stakeholder

Algorithms

1 |Top

2 |Create

“

3 |a) Execute

b) Deploy

4 |Consume
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